DBS: a p o w erful to ol for TCP p erformance ev aluations Y ukio Mura y ama a and Suguru Y amaguc hi a a Graduate Sc ho ol of Information Science, Nara Institute of Science and T ec hnology T ak a y ama 8916-5, Ik oma, Nara, 630-01, Japan ABSTRA CT Net w ork p erformance measuremen t to ols, mainly used for TCP p erformance ev aluations, hav e serious problems that their applications are limited to single p oin t-to-p oin t con�guration and only the mean throughput for long term are measurable. Their ma jor dra wbac k is that they co v ers only a subset of the entire TCP functions and small v ariations of netw ork systems. In this pap er, w e prop ose a TCP p erformance measuremen t to ol called DBS (Distributed Benc hmark System) whic h is aiming to giv e p erformance index with m ulti-p oin t con�guration and also in order to measure c hanges of throughput. It measure the p erformance of entire TCP functions in v arious op erational en vironmen ts. Exp erimen ts had b een conducted using DBS to measure TCP end-to-end p erformance with v arious kinds of net w orks such as b oth LANs including FDDI, A TM, and HIPPI o v er A TM net w orks, and W ANs including VSA T satellite channels. In short, DBS has the capabilit y of b oth measuring and analyzing TCP p erformance more in details. Through these measurements, DBS unv eiled details of TCP p erformance whic h cannot b e realized by other existing to ols. Keyw ords: TCP , in ternet, paformance ev aluation, b enc hmark, transp ort la y er, computer net w ork 1. INTR ODUCTION TCP/IP is a fundamen tal communication proto col suite for the Internet. It con tributes to mak e the rapid growth of the Internet in 1990s. The reason why the In ternet has so succeeded is that the Internet proto col suite w as w ell designed and comp osed with excellen t philosophy. 1 Ho w ev er, as the In ternet has b een growing, several serious problems on its scalabilit y such as running out of IP address space w ere p oin ted out. In order to resolve these problems, the Internet comm unit y has kic k ed o� new activities suc h as IPv6 developmen t and deplo ymen t. 2 Through these new activities, the In ternet comm unit y is aiming to make improv emen ts on the current In ternet en vironmen t, and as its result, it is exp ected that the In ternet can con tin ue its expansion to co v er the all o v er the w orld. One of the activities is no w fo cused on the TCP 3 (T ransmission Control Proto col) whic h pro vides reliable trans- p ort la y er service for many In ternet applications including WWW, E-mail, news and other ma jor ones. Since its dev elopmen t in 1980’s, many researchers p oin ted out its drawbac ks and �x them to impro v e its p erformance and capabilit y . How ev er, there still exists sev eral problems in it. F or example, the RF C1323 4 stated that an original TCP could not provide go o d p erformance even with broad bandwidth net w orks. The other ma jor dra wbac k is that TCP ma y transfer data segmen ts in termitten tly . Th us, it can ac hiev e enormously low throughput while the underlying data link remains enough bandwidth. 5 6 V arious kinds of solution for these problems hav e b een prop osed and some of them w ere integrated in to the ma jor implemen tation of TCP suc h as its implemen tation in 4.4BSD UNIX. Ho w ev er, man y researc hers still b elieve that TCP still has many unkno wn problems inside. Therefore, b oth iden tifying and �xing remaining problems in the TCP are very imp ortan t. In order to ac hiev e this goal, there are tw o approac hes: sim ulation and b enchmarking. The sim ulation approach is well known and sev eral sim ulation to ols for proto col ev aluation are a v ailable. Ho w ev er, w e consider that using proto col sim ulators is not adequate for our purp ose, b ecause the mo deling for its simulation ma y eliminate imp ortant elemen ts of TCP sp eci�cations and implementations. Esp ecially , ev aluations on actual TCP implementations cannot Other author information: (Send corresp ondence to Y. M.) Y. M.: Email: yukio-m@is.aist-nara.ac.jp; WWW: http://shik a.aist-nara.ac.jp/mem ber/yukio-m; T elephone: +81-0743-72-5784; F ax: +81-0743-72-5349 S. Y.: Email: suguru@is.aist-nara.ac.jp; WWW: http://shik a.aist-nara.ac.jp/mem ber/suguru; T elephone: +81-0743-72-5341; F ax: +81- 0743-72-7349 This p ap er was publishe d in the Pr o c e e dings of the c onfer enc e \Performanc e and Contr ol of Network Systems", p art of SPIE’s International Symp osium V oic e, Vide o, and Data Communic ations, SPIE V olume 3231, pp. 570-581, Novemb er 1997.

b e done through simulations. The p erformance of the TCP is a�ected not only by its proto col sp eci�cation and in ternal algorithms, but also b y its implementation, memory management mec hanism in its underlying op erating system, system arc hitecture and c haracteristics of comm unication c hannels w e use. In fact, the curren t existing sim ulators suc h as \REAL" 7 and \ns" 8 cannot handle simulation on computer architecture or data links. On the other hand, the b enchmarking approac h is anther p opular wa y to ev aluation proto col implementations. In this approach, monitoring pro cesses are observing actual data transfers o v er netw orks. This approach has sev eral adv an tages. One of them is that this approach can ev aluate actual proto col implemen tations. The other is that this metho d can b e applied v ery easily to ev aluation of the end-to-end proto col p erformance. If we ev aluate the end-to- end proto col p erformance through the sim ulation technique, we ha v e to develop large scale sim ulation mo del which includes the target proto col and its underlying netw ork elemen ts. Therefore, the sim ulation may not b e feasible in man y cases. In the future, netw ork will certainly b ecome m uc h higher than ev er, but its mec hanism will also b ecome more complicated, comparing with what w e hav e to day . Hence, it is very imp ortant to establish fundamentals for ev aluations of the end-to-end proto col p erformance. In this sense, dev eloping more p ow erful b enc hmarking system has b ecome very imp ortan t to day . 2. NECESSAR Y FUNCTIONS F OR TCP EV ALUA TION TOOLS W e consider that TCP ev aluation to ol should ha v e the follo wing functions: 1. The most imp ortan t role of pack et netw ork is to share underlying comm unication channels and netw orking hardw are. In the Internet, many TCP connections are sharing the net w ork resources simultaneously . Also, TCP connections are set up to span man y sites in the Internet. Therefore, the TCP ev aluation to ol should handle multiple TCP connections and simultaneous data transfers ov er the connections. 2. The ev aluation to ol should create b oth congested and lo w loaded conditions. Also, the to ol should measure the c hanges of the throughput ev ery moment. In the actual In ternet, the load of the net w ork is c hanging every momen t. When netw ork load is changing, TCP may c hange it’s functioning mo de, therefore, its p erformance is surely c hanged b y c hanges of netw ork load. 3. There are three con trol mec hanisms related to TCP p erformance closely: o w control, retransmission control, and congestion av oidance con trol. These con trol mec hanisms mak e strong impacts on TCP p erformance. If these three control mechanisms do not work well, we cannot utilize the net w ork bandwidth e�ectiv ely , th us w e cannot obtain maximum throughput on the TCP connection. W e need a to ol which can ev aluate these control mec hanisms sim ultaneously . 4. The ev aluation to ol should handle sev eral kinds of data links. The goal of improving TCP p erformance is to arc hiv e maximum throughput in the end-to-end application. Netw ork monitoring using netw ork analyzer or pac k et dumping using ‘tcp dump’ command cannot measure application lev el throughput. Netw ork monitoring or pack et dumping are not ev aluation metho d but a go o d metho d for analyzing netw ork b ehavior. TCP/IP has b een used on a v ariet y of data link such as Ethernet, T ok en Ring, FDDI, A TM, X.25, ISDN, F rame Relay , Fib er Channel and so on. It will contin ue to b e used on new data link that is not a v ailable to day . T o da y we can �nd measuremen t to ols suc h as ttcp, Netp erf, 9 nettest, and NetSp ec. 10 Ho w ev er, these to ols do not ful�ll the required functions listed ab o v e. Netp erf, ttcp, and nettest can measure only the mean throughput on a single p oint-to-point connection. F urthermore, they ev aluate only the ow control mec hanism while it should ev aluate all three controls. Although NetSp ec can handle multiple TCP connections sim ultaneously , it can measure only the mean throughput. Th us, TCP/IP net w ork tra�c cannot b e analyzed in detail by using NetSp ec. Moreo v er, all these to ols w ere designed with a wrong assumption that b oth the c hanges of throughput and the lost of TCP segmen ts nev er o ccur in the net w ork. Therefore, they measure the TCP p erformance under the sp ecial condition. F or funding out problems around the TCP implemen tation, these to ols cannot b e used, b ecause we cannot ev aluate TCP proto col pro cessing in details with these to ols. F or this purp ose, w e need more b etter to ols. 3. PR OPOSAL AND GO ALS OF DBS A goal of our dev elopmen t of this system called \DBS" (Distributed Benc hmark System) is to provide a useful to ol c hest for ev aluating entire TCP functions. Since there are three TCP con trol mec hanisms that are essential for ev aluating TCP p erformance, i.e. o w control, retransmission con trol and congestion a v oidance con trol, w e in tro duce the following prop erties as the fundamental of DBS functions: � The DBS can treat multiple TCP connections spanning m ultiple hosts simultaneously , and

Figure 1. DBS System Structure Overview Figure 2. DBS Pro cess Flow � The DBS has the capability of measuring the changes of application lev el throughput at ev ery data transmis- sions. Ha ving these prop erties, the DBS will b e able to ev aluate the three mec hanisms of TCP men tioned ab ov e. In a congested net w ork, data transmissions ma y cause TCP segment lost. In this case, retransmissions should b e done for reco v ering the lost segments. As its result, b oth the retransmission control and the congestion av oidance control are inv ok ed. On the other hand, segmen t transmission in a less cro wded net w ork ma y in v ok e the TCP ow control mec hanism. The DBS can generate v arious situations where the three con trols are working together. Moreov er, the DBS can cop e with the uctuation of the net w ork tra�c in the case that the netw ork load changes from high to lo w or from lo w to high resp ectively . With these functions, the DBS can ev aluate TCP implemented in each OS and ev aluate v arious kinds of net w ork comp onen ts which integrated into a single netw ork system. 4. IMPLEMENT A TION 4.1. System Structure The DBS is comp osed with 3 programs: dbsc, dbsd, and dbs view. Figure 1 shows an ov erview of the DBS System Structure. The dbsc is a con trol program to handle monitoring program launc hes and terminations on observ ed hosts. dbsd is a program for sending and receiving data among observ ed hosts. These tw o programs (dbsc and dbsd) are used for actual b enchmarking. On the other hand, dbs view is used for data analysis. The details of these programs are describ ed b elo w: � dbsc : DBS controller (Controlling Host) The DBS controller is a program con trolling the exp eriment of TCP/UDP data transfer. F unctions of the DBS con troller are that (1) the DBS controller reads command from a command �le, then (2) it asks the DBS daemons to start data transfer exp erimen ts, and (3) after receiving results from the daemons, the DBS controller will sa v e them in to the lo cal �les. � dbsd : DBS daemon (Measuremen t Host) The DBS daemon is a daemon program that is launch on the exp erimen tal hosts. It sends and receiv es net w ork tra�c according to the commands instructed by the DBS con troller. � dbs view : DBS viewer The DBS viewer is a program for analysis data whic h is gathered by the DBS controller. It dra ws graphs to reveal the transitions of sequence num b ers, c hanges of throughput, c hanges of dela y times or other p erformance indexes.

Figure 3. DBS T ra�c P attern 4.2. Pro cess Flo w The DBS pro cess o w is shown in Figure 2. The DBS p erforms b enchmarking in distributed manner as follo ws: (1) When the DBS Controller starts up, it reads a \scenario" �le written in the DBS command language. The �le sp eci�es how the b enc hmark is carried out. After reading the �le, the DBS Controller splits it in to \sub-scenarios" for each host where the DBS daemon is running. (2) The DBS Con troller sends the sub-scenarios to each DBS Daemons. (3) When the DBS Daemon receives a sub-scenario, it sends an ACK back to the DBS controller in order to notify its acceptance. (4) If all the DBS Daemons who participate the b enc hmark send ACK bac k to the DBS controller, then the DBS Controller announces start time of the b enchmark to all the DBS daemons. (5) After the start time, the DBS Daemons send/receiv e data to/from other DBS Daemons as the sub-scenario sp eci�es. Sim ultaneously , each DBS Daemon logs time and other imp ortant data when b oth sending and receiving TCP segments are o ccurred. What is recorded in this log �le is also sp eci�ed in the scenario which the DBS Controller reads. (6) Just after the b enc hmark is o v er, the DBS Controller asks the DBS Daemons to send bac k the log �les. (7) The DBS Daemons send the log �les back to the DBS Controller. The DBS Controller sa v es them in to a \result" �le. Our DBS implementation assumes that clo c ks on all the hosts participating to the b enchmark are synchronized. This assumption can b e ful�lled by using of the net w ork time sync hronization system suc h as NTP. 11 Since p opular implemen tations of TCP use 500ms and 200ms timer inside, 12 the time drift and error caused by NTP (around 10ms) is small enough to ev aluate TCP p erformance. In the case more precise b enc hmark is required, more accurate clo ck system such as GPS based global clo c k sync hronization can b e used. During a b enc hmark, the DBS tries to mak e in uences as few as p ossible. F or example, during the b enchmark, b oth the DBS Con troller and Daemons are implemen ted very carefully in order to use less CPU time and to make less disk I/O. F urthermore, the DBS Daemon receiv es the sub-scenario from the sp eci�c hosts where the DBS Con troller is running. This mechanism is implemented to a v oid a security problem. If the DBS Daemon accepts scenarios from an y hosts, villains called \crac k er" can use the DBS Daemon as a wa y to generate netw ork congestion. This simple mec hanism prev en ts malicious uses of the DBS daemon. 4.3. T ra�c P attern The DBS can generate UDP tra�c for more realistic b enchmarking. Since the UDP tra�c is purely managed by applications directly , the DBS uses a mo del of UDP tra�c and generates quasi-tra�c pattern which can b e applied to several UDP applications such as MPEG data streams. This UDP tra�c mo del is depicted in the Figure 3. The tra�c is mo deled as a sequence of data c h unks called \frames." The size of each frame may v ary . Eac h frame ma y consist of several messages. In this mo del, a single message is de�ned that it can b e transferred in a single UDP datagram. Since the UDP has its maxim um transfer unit (64K o ctets), the size of the message is limited by

T able 1. comparison DBS with other to ols in functions DBS Netp erf ttcp nettest NetSp ec Can it measure the throughput in TCP and UDP? Y es Y es Y es Y es Y es Can it establish multiple connections b etw een tw o hosts? Y es No No Y es Y es Can it establish multiple connections b etw een multiple hosts? Y es No No No Y es Can it sp ecify the tra�c pattern? Y es Y es No No Y es Can it measure the time v ariation of throughput? Y es No No No No Can it measure the ov erhead of connection establishment? Y es Y es No No No Can it sp ecify the starting time of transfer for eac h connection? Y es No No No No Can it record the v alue of TCP control blo ck? Y es No No No No Can it measure the b ehavior of slo w start? Y es No No No No Can it measure R TT b etw een sending segment and A CK? Y es No No No No Is it take some t yp e of �rewall and security into consideration? Y es No No No No T able 2. En vironmen t and Status CPU Twinhead Subnote (i486/33MHz) OS BSD/OS V2.1 Ethernet Card PCMCIA EtherLink I I I(3C589C) TCP Bu�er Size 8196byte Message Size 2048byte Send Times (DBS,ttcp) 2048 times Send Time (Netp erf ) 10s Figure 4. Ev aluation Environmen t T able 3. Results (Mean Throughput) Mean Throughput DBS = 100 DBS 6223Kbps 100.0 Netp erf 6357Kbps 102.1 ttcp 6172Kbps 99.1 Figure 5. Throughput this UDP’s limitation. Therefore, if a frame is longer than the UDP maxim um transfer unit, the frame is split into sev eral messages. Bet w een eac h frames, there is a time gap called \w ait time" whic h implies the application ov erhead. The preparation time of eac h frame can b e treated as this w ait time. Moreo v er, this mo del controls the frame in terv als. F or some m ultimedia applications, an application rate control mechanism is employ ed. This frame in terv al can b e used for mo deling of this kind of application level rate control. 4.4. TCP T race F unction In the BSD UNIX, an useful trace function called \tcp trace" is implemented. If the function is enabled, the UNIX k ernel records eac h changes of v alues in the TCP con trol blo ck (TCB). 12 The DBS running on the BSD UNIX systems can use this trace function in order to mak e more precise analysis. Analysis using this TCB v alues is a great help to kno w ho w TCP is w orking. Through this function, several TCP in ternal information such as TCP/IP pseudo-headers, TCP congestion windo w size, round trip time, retransmission timeout and other v alues in the TCB structure can b e obtained. 5. EV ALUA TION As one of its ev aluation, w e compared the DBS and existing to ols from the view of their functions, as shown in T able 1. F or measuring TCP p erformance, several functions are required to TCP b enc hmark systems. In the table, w e summarize these required functions and c hec k which to ols ful�ll them. It is ob vious that the DBS has sev eral

T able 4. En vironmen t and Status CPU SGI INDY (R4600 100MHz) OS IRIX R5.3 TCP Bu�er Seize 65535byte Message Size 8192byte Send Start Time HOST1 ! HOST6: 0.00s HOST2 ! HOST7: 0.50s HOST3 ! HOST8: 1.00s HOST4 ! HOST9: 1.00s HOST5 ! HOST10: 1.50s Send Times 1000 times Figure 6. Environmen t adv an tages b ecause it can pro vide several p erformance indexes whic h can only b e measured so far through simulation approac h. As its veri�cation and ev aluation, we conducted sev eral b enc hmarks using b oth our DBS and existing to ols in order to compare what we got as their results. During a b enchmark, the DBS is logging the time when b oth sending and receiving TCP segments are o ccurred as mentioned in Section 4. In order to a v oid ov erheads for this logging as m uc h as p ossible, we implemented the v ery carefully . Hence, it is very imp ortan t to know how m uc h the log recording in the DBS mak es in uences on the b enc hmark results. F or this v eri�cation, w e applied our DBS, Netp erf, and ttcp to the b enc hmark environmen t shown in Figure 4 where the Host1 send data to the Host2 as muc h as p ossible. The con�guration of these hosts are summarized in T able 2. With the DBS and the ttcp, the Host1 tries to send data 2048 times, while the Host1 send data con tin uously in 10 seconds with the Netp erf. As shown in T able 3, there is quite a small deference on the mean throughput among these three to ols. F rom this result, we can conclude that in uences on b enc hmark results b y the time logging in the DBS is fairly small or just no e�ect. Changes of the throughput b et w een tw o hosts in this b enchmark are depicted as a graph sho wn in Figure 5. This graph is a plot of the mean throughput at the Host2 (TCP segment receiv er) in ev ery 50ms. This can b e calculated easily from the log �les generated b y the DBS. As a reference, the mean throughput obtained b y b oth the Netp erf and the ttcp are also plotted in the same graph. As shown in the �gure, the throughput is 0Kbps from its start time (0ms) to ab out 200ms. This 0Kbps p erio d is caused b y b oth the sender’s Slow-Start algorithm and the receiv er’s Dela y ed A CK technique. At the b eginning of the b enc hmark, the Host1 immediately sends only a single TCP segmen t to the Host2 b ecause of its Slow-Start mec hanism. After a v ery short p erio d (ab out 1ms), the Host2 completely receiv es the segment. Because of the TCP’s Dela y ed ACK mec hanism, the Host2 do es not reply an A CK bac k to the Host1 instan tly , and it w aits for the next TCP segmen t. Ho w ev er, by the sender’s Slow-Start mechanism, the Host1 is also w aiting an ACK from the Host2. Thus, these t w o hosts fall in to the deadlo c k situation. How ev er, this deadlo ck is resolv ed b y the Dela y ed ACK timer mec hanism. When the �rst segmen t w as receiv ed b y the Host2, it enabled the Delay ed A CK timer. When the Delay ed A CK timer (UNIX fast timer) is expired, the Host2 replied the A CK back to the Host1. This is the mec hanism where the 0Kbps p erio d was generated. It is obvious that only the DBS can help this kind of analysis, b ecause only the DBS has a function to ev aluate c hanges of the throughput. 6. CASE STUDIES A series of b enc hmarks w as conducted to measure the p erformance of sev eral t yp es of netw orks suc h as an FDDI net w ork, an A TM net w ork, a HIPPI connection ov er an A TM net w ork, a VSA T satellite netw ork, and a part of the WIDE Internet which is an academic nation wide In ternet in Japan. 6.1. FDDI Net w ork The b enc hmark en vironmen t of the FDDI netw ork is sho wn in Figure 6. The con�guration of hosts in the net w ork and the b enchmark scenario are shown in T able 4. In the ideal case, if the num b er of TCP streams is N, the throughput of eac h streams is nearly 1/N of the data link lev el throughput. F urthermore, when the num b er is changed from N to M, the throughput should b e changed from 1/N to 1/M smo othly . By the results of this b enc hmark sho wn in Figure 7 and 8, w e can say that the b eha vior of TCP ov er the simple FDDI netw ork is almost an ideal case. The results suggest that the FDDI net w ork w orks w ell with the TCP mechanism.

Figure 7. Sequence Number Figure 8. Throughput T able 5. En vironmen t and Status CPU Sun SP AR Cstation10 OS SunOS 4.1.3 A TM Switch NEC A TOMIS5 A TM Card F ore SBA-200 Router NEC IP 45/650 (Cisco7000) AAL Type AAL5 MTU 9188o ctet TCP Bu�er Size 52428byte Message Size 8196byte Send Start Time HOST1 ! HOST3: 0.00s HOST2 ! HOST3: 2.00s Send Times HOST1 ! HOST3: 2000 HOST2 ! HOST3: 500 Figure 9. Environmen t Figure 10. Sequence Number Figure 11. Throughput 6.2. A TM Net w ork The target en vironmen t of the b enchmark is shown in Figure 9. In this netw ork, there are t w o A TM switc hes; one is lo cated in our campus and the other is in Osak a Univ ersit y . These t w o A TM switc hes are connected together b y the wide area public A TM service pro vided b y a lo cal telephone company . The assigned bandwidth to this connection is 32Mbps. A TM OC-3 (155Mbps) or T AXI (100Mbps) in terfaces connect hosts in this net w ork to the A TM switc hes. The router is also attached to this A TM netw ork via OC-3 interface. In this netw ork, the classical IP o v er A TM metho d is used for IP datagram transfers. A TM V C’s are con�gured b etw een (1) the Host1 and the Router, (2) the Host2 and the Router, and (3) the Host3 and the Router. Assigned bandwidth to these VC’s are (1) 100Mbps UBR, (2) 100Mbps UBR and (3) 32Mbps CBR (shap ed), resp ectiv ely . The b enchmark scenario and the con�gurations of these host and the router are sho wn in T able 5.

T able 6. En vironmen t and Status CPU SGI ONYX RE2, CHALLENGE XL OS IRIX 5.3 A TM Switch NEC A TOMIS7 HIPPI-A TM T A NEC A TOMIS2HA TCP Bu�er Size 256000byte Message Size 8192byte Start Time ONYX(20) ! CHALLENGE(36): 0.0s ONYX(12) ! CHALLENGE(36): 1.0s ONYX(20) ! CHALLENGE(36): 2.0s ONYX(12) ! CHALLENGE(36): 3.0s Figure 12. En vironmen t Figure 13. Sequence Number Figure 14. Throughput When there is a single TCP stream b etw een the Host 1 and the Host3 via the Router in the p erio d b etw een 0 and 2 sec., its throughput is appro ximately 23Mbps. By the other b enc hmarks not describ ed here, w e found that the b ottlenec k is the Router. In the case we added one more TCP stream b etw een the Host2 and the Host3 at 2 sec., we exp ected that these t w o TCP streams split the av ailable bandwidth equally . How ev er, the throughput of these TCP streams is a wfully bad, b ecause TCP data segmen ts are transferred intermitten tly as shown in Figure 11. Through our detailed analysis of the b enchmark results, we found that several TCP segments were lost during this p erio d. There are tw o p ossible reasons why the TCP segments w ere lost: (1) the Cell bu�er at the A TM switch w as o v er o w ed, or (2) the input bu�er at the Router is o v errun. W e consider that b oth might b e o ccurred by the A TM V C con�guration where Host1 and Host2 w ere connected to the Router via 100Mbps UBR V C. The total bandwidth of VC at the Router in terface is exceeded o v er 155Mbps. This kind of consideration can b e lead only b y the DBS. 6.3. HIPPI Ov er A TM Net w ork The HIPPI (High-Performance P arallel In terface) was developed as a high-sp eed c hannel (800Mbps) mainly for sup ercomputers. Since the HIPPI can b e applied to a p oint-to-point connection within 25m (standard HIPPI cable), it has b een applied mainly to sup ercomputer interconnection in mac hine ro oms. In the recent year, the HIPPI-A TM T A has b een av ailable. The T A can b e used as a wa y to make p oin t-to- m ulti-p oin t HIPPI connections. In 1996, w e got a c hance on w orking with NEC Corp. to develop their new HIPPI-A TM T A. When w e got the �rst v ersion of the T A, our group ev aluated its p erformance using our DBS. The b enc hmark en vironmen t is sho wn in Figure 12. In this net w ork, 3 SGI’s b o xes are connected eac h together using the HIPPI-A TM T A. The underlying A TM net w ork is based on OC-12 (622Mbps). The host con�guration and the b enc hmark scenario are shown in T able 6. The result is depicted in Figure 13 and 14. As sho wn in these �gures, the p erformance we obtained w as just lik e

Figure 15. Sequence Number Figure 16. Throughput T able 7. En vironmen t and Status CPU (HOST1,2,3,4) Twinhead Subnote (i486/33MHz) CPU (HOST5) GA TEW A Y2000 (i486/66MHz) OS BSD/OS V2.1 Router SP AR Cstation10 (SunOS4.1.4) TCP Bu�er Size 65535byte Segmen t Size 512o ctet Message Size 2048byte Send Start Time HOST1 ! HOST5: 0.00s HOST2 ! HOST5: 2.00s HOST3 ! HOST5: 4.00s HOST4 ! HOST5: 6.00s Send Times 300 Notes TCP trace is enabled. Figure 17. En vironmen t a nigh tmare. The netw ork is idle in 60% of the b enc hmark p erio d. W e rep orted this result to NEC and ask their engineers to impro v e the T A. The NEC team rechec k ed its design and implemen tation, and �nally they decided to redesign their con troller chip and released its new v ersion again. After up dating our T A to the new version, the same b enchmark was carried out again. The result of the second b enc hmark is sho wn in Figure 15 and 16. The p erformance has b een muc h impro v ed. W e can get almost 450Mbps as an a v erage throughput. This is one of go o d examples where our DBS helps design and p erformance veri�cation pro cess of the net w ork device developmen ts. 6.4. VSA T Satellite Net w ork In 1990’s, several groups hav e b een trying to use VSA T satellite channels as an underlying comm unication channel of the In ternet. Ho w ev er, b ecause of its large R TT, many engineers worried ab out its end-to-end level p erformance. Our group ev aluated it using the DBS. The target en vironmen t is depicted in Figure 17. As a join t research program b et w een our group and the JSA T Inc. who is a communication satellite op erator in Japan, w e can use 2Mbps VSA T p oin t-to-p oin t channel pro vided by the JCSA T-1 communication satellite. W e used 2 VSA T ground stations lo cated in our campus and con�gure the target environmen t with several hosts and gatewa ys listed in T able 7. The b enc hmark scenario is that at we add one more TCP stream o v er the satellite channel at ev ery 2 seconds. The purp ose of this b enc hmark is to sho w ho w their ov erall throughputs were getting w orse in this scenario and to kno w if the satellite channel can w ork w ell with the current implementation of TCP . Since the R TT (Round T rip Time) on this en vironmen t is ab out 500ms, an A CK message for each TCP segmen t is received every 500ms. Therefore, the congestion windo w size at the sender can b e increased every 500ms. Since the TCP windo w size is limited up to 64Kbytes in this scenario, 5 or 6 seconds is required to provide 1Mbps as its maxim um throughput ov er this netw ork in the ideal situation. Because of its huge R TT and the TCP Slo w-Start mec hanism, the size of the TCP congestion windo w is increased very slowly . The data transfer b etw een HOST4 and HOST5 is �nished within 15 seconds. But the other TCP streams need o v er 40 seconds to �nish their data transfer. The throughputs of these three streams are fairly low comparing with

Figure 18. Sequence Num b er (Kernel Lev el) Figure 19. Throughput Figure 20. Congestion Windo w Size (cwnd) and Slo w-Start Threshold (ssthresh) T able 8. En vironmen t and Status CPU SP AR Cstation (SUN) OS SunOS 4.1.3 Data T ransfer exp1:HOST1(Nara) ! HOST2(F ujisa w a) exp2:HOST2(F ujisa w a) ! HOST1(Nara) TCP Bu�er Size exp1:8196byte exp2:16384byte Message Size exp1:1024byte exp2:1024byte Date exp1:F eb 9 16:10 (JST) 1996 exp2:F eb 3 19:40 (JST) 1996 Notes TCP trace is enabled. Figure 21. System Structure the stream b et w een HOST4 and HOST5. This is unfair. The reason wh y this unfairness was happ ened is the TCP slo w-start threshold for these three lo w-throughput streams b ecame to o small. The mechanism ho w the threshold b ecame to o small is slightly complicated. Around 8 seconds, sev eral TCP segmen ts for these three lo w-throughput streams w ere lost. By these segmen t losses, TCP at the Host5 transferred n um ber of duplicated A CK messages back to their sender pro cess. In the curren t implementation of TCP , the slow- start threshold is decreased to half ev ery when three duplicated A CK messages are receiv ed. Therefore, b y this mec hanism, the slo w-start threshold for these three streams was dropp ed down suddenly . Hence, throughputs for these three streams had b een degraded rapidly . This problem is kno w as a side e�ect of the TCP fast retransmit implemen ted in 4.3BSD UNIX Reno v ersion. 13 6.5. W AN Ev en though TCP was designed for wide area net w orks, it still has sev eral drawbac ks that are exp osed in the

Figure 22. Exp.1 Sequence Num b er and lost seg- men t (Kernel Level) Figure 23. Exp.1 Throughput Figure 24. Exp.1 Congestion Windo w Size (cwnd) and Slow-Start Threshold (ssthresh) Figure 25. Exp.2 Sequence Num b er and lost seg- ment (Kernel Lev el) Figure 26. Exp.2 Throughput Figure 27. Exp.2 Congestion Window Size (cwnd) and Slo w-Start Threshold (ssthresh) large scale In ternet. One of them is that TCP generates short burst tra�c in the In ternet, thus it can’t provide go o d p erformance in such an environmen t. In order to con�rm this b eha vior, we conducted a b enc hmark. The target en vironmen t is depicted in Figure 21. This is a part of the WIDE Internet bac kb one in Japan. The WIDE In ternet is a large-scale testb ed for net w ork researc hes, how ev er, it also carry ordinary In ternet tra�c for organizations connected to the WIDE Internet. W e installed the DBS on a host in our campus and the other in Keio Univ ersit y lo cated near T oky o area. Using the DBS, we tried to ev aluate how the TCP acts in this kind of heavy-loaded wide area net w ork. The con�gurations of the hosts and b enchmark scenario are shown in T able 8. W e did this b enc hmark t wice in 1996. The results in the �rst b enc hmark where the rate of lost segmen ts is ab out

1% are sho wn in Figure 24, 22 and 23. The results in the second b enchmark in which the loss rate is around 30% are also sho wn in Figure 25, 26 and 27. As sho wn in Figure 23 and 26, TCP generated a sequence of short bursts p erio dically . Since the TCP congestion a v oidance mechanism do es not control the data transfer rate but the num b er of TCP segmen t to b e sent, these kind of short bursts are generated. 7. FUTURE W ORK In recent years, sev eral new tec hniques and implementations to impro v e the TCP p erformance ha v e b een prop osed suc h as The SA CK (Selectiv e Ackno wledgmen t), 14 the VEGAS, 15 and the F A CK with SACK. 16 W e are planning ev aluations of them using the DBS. Man y proto cols in the In ternet proto col suite hav e b een improv ed b y their deploymen ts to the actual In ternet en vironmen t. In this impro v emen t pro cess, there exists concrete philosophy that not only proto col sp eci�cations but also their implemen tations or \w orking co de" are v ery imp ortan t and vital for proto col developmen ts for the In ternet. In this sense, we b elieve that the DBS, which is b enchmark soft w are for actual implemen tations of TCP , can help for improving TCP and developmen t of \TCPng" (TCP Next Generation) for the future Internet. 8. SUMMAR Y Since the TCP is a vital transp ort proto col for Internet applications, the TCP p erformance ev aluation is required in order to improv e it for the actual In ternet en vironmen t whic h c haracteristics are c hanging rapidly . W e prop osed a new TCP p erformance ev aluation system called DBS based on the b enc hmarking approac h. In this pap er, we sho w the design and implemen tation of the DBS. F urthermore, we rep ort sev eral case studies in whic h the DBS is applied to several kinds of net w ork system. The DBS provides ric h functions and it can unv eil TCP prop erties whic h could not b e analyzed b y the other existing to ols. W e are going to use the DBS in order to ev aluate newer TCP implemen tations, and will use it as a to ol for supp orting the TCPng design in the near future. APPENDIX A. HO W TO GET DBS? The DBS is av ailable at the following URL: <http://shika.aist-nara.ac.jp/member/yukio-m/dbs/index.html> REFERENCES 1. Da vid D. Clark, \The Design Philosoph y of the D ARP A Internet Proto cols," Pro c. SIGCOMM ’88, Computer Communication Review V ol. 18, No. 4, August 1988, pp. 106-114. 2. S. Deering, R. Hinden, \Internet Proto col, V ersion 6 (IPv6) Sp eci�cation," RF C 1883, Jan 1996. 3. J. Postel, \T ransmission Control Proto col", RF C 793, Septem b er 1981. 4. V. Jacobson and R. Braden and D. Borman, \TCP Extensions for High P erformance," RFC 1323, May 1992. 5. Douglas E. Comer and John C. Lin, \TCP Bu�ering And Performance Ov er An A TM Netw ork," Purdue T ec hnical Rep ort CSD-TR 94-26, 1994. 6. Jon Cro w croft, Ian W ak eman, Zheng W ang, and Dejan Sirovica, \Is Lay ering Harmful?," IEEE Netw ork Magazine, vol.6, pp 20-24, Jan uary 1992. 7. Sriniv asan Keshav, \REAL: A Netw ork Sim ulator," Computer Science Department T ec hnical Rep ort, Universit y of California, De- cem ber 1988 8. S. McCanne and S. Floyd, \ns-LBNL Netw ork Simulator," Obtain via: http://www-nrg.ee.lbl.go v/ns/. 9. Hewlett-P ac k ard Company , \Netp erf: A Netw ork Performance Benc hmark Revision 2.1," 1995. 10. Ro el Jonkman, \Net Sp ec: A Netw ork Performance Ev aluation and Exp erimentation T ool," h ttp://www.tisl.uk ans.edu/Pro jects/AAI/pro ducts/netsp ec/, 1995. 11. D. Mills, \Netw ork Time Proto col v ersion 2 sp eci�cation and implemen tation," RFC 1119, Sep 1989. 12. Gary R. W righ t, W. Richard Stevens, \TCP/IP Illustrated, V olume2 The Implemen tation," Addison-W esley Publishing Company , 1995. 13. S. Floyd, \TCP and successive fast retransmits," La wrence Berk eley Lab oratory , T ec hnical Rep ort, 1995. Av ailable from anon ymous ftp from ftp.ee.lbl.gov:papers/fastretrans.ps. 14. M. Mathis, J. Mahda vi, S. Flo yd, A. Romanow, \TCP Selective Ackno wledgmen t Options," RF C 2018, Octob er 1996. 15. La wrence S. Brakmo, Sean W. O’Malley , Larry L. Peterson, \TCP V egas: New T ec hniques for Congestion Detection and Av oidance," National Science F oundation Grant IRI-9015407 and ARP A Con tract DABT63-91-C-0030, F ebruary 16, 1994. 16. Matthew Mathis and Jamshid Mahdai, \F orw ard Ackno wledgmen t: Re�ning TCP Congestion Con trol," A CM SIGCOMM, volume 26, n um ber 4, Octob er 1996.